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e ERNIEE) OPC ThRE
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2011702728 Offli DDC11KL No:001 - IP: 192.168.42.33 Loc:Door
2011/02/728 2 DDCT1KL No:001T - IP: 192.168.42 33 Loc:D;
2011/02/28 ? DDC11KL No:001 - IP: 192.168.42.33 Loc:D;
2011702728 i DDC11KL No:D01 - IP: 192 168.42.33 Loc:D.
2011/02/28 2 DDCT1KL No:001 - IP: 192.168.42.33 Loc:Door
2011702728 i DDCT1KL No:001 - IP: 192.168.42.33 Loc:D:
2011/02/28 i DDC11KL No:001 - IP: 192.168.42.33 Loc:D;
2011702728 ? DDCT1KL No:001 - IP: 192.168.42.33 Loc:D:
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Date [ Time [ Event
@ zoi1zizs 10:53:3 FF Connected to server MEGAsys OPC Server'
Ready Item Count: 0 7
<Setup-04>

2. JA New Group&#} -
i. B MEGAsys OPC Servell A “New Group” - £ MEGAsys OPC Servet-§%#
— MEEGHEE, 2 “New Group...”-

0OPC Quick Client - Untitled * =18 x|
Fie Edii Yew Took Help
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[ A T e

[ Data Type [ value [ Timestamp [ Qualie [ update Count

Get Ertor Sting. .
i B fe G
@ z011/2i28 e server WEGAsys OPC Server',

Get Group By Mame...

Cut Chrl4

Copy Chi+C

Paste. el 4

Delete Del

Properties...
Create anew group [Teem Countz 0

<Setup-05>

ii. {F Group Propertiegi s, 35 [ New Group&f) -

ii. B Groupfii A NameZ&#} - #41: Group Name - Alarm

iv. F%iE Update Rate Update Notification=&fl - #4141 Update Rate - 500
Update Notification — OPC 3.0
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v. S “Active State” o

Vi. SERRRIE HFEE] - Alarm group{HEEr /e MEGAsys OPC Server |, 4[]
NE <Setup-07>

Group Properties il X -[of x|

" OPC Quick Client - Unkitled
Fie Edb Yew Tods Help

DEdace @) 2R X
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-] MEGAsys OPC Server Ttem 1D Tinestarnp [ Qualiey [ Update Court

Mame:
Update Rate (ms |

Time Bias [min }
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Date Time Event.
€ eni1jzjes 10:53:36 T Connected to server 'ME! [eriate 1D

Update Hotification: W Active State

KeepdliveRatz sl [0

oK | Cancel Help el
<Setup-06>

fEMiEd 7R "Added group ... &L -

OPC Quick Client - Untitled * —[ol x|
Fle Edt ‘Yiew Toos Help
DEE coa @ &BRx
245 MEGAsys OPC Server Ttem ID [ DataType [ value [ timestamp: [ qualt [ Update Count
Date [ Time [ Event
[i ESIRVEIES 10:53:36 FF Comnerked to server MEGAsys OPC Server',
@iz 10:57:16 FF Added group 'Alarm’ b MEGASYs OPC Server',
Feady ltem Courk: 0

<Setup-07>

3. A New Item&#} o
. IAJER Alarm grouply ltem &k} - Bi5 Add Item, HiER ‘Add Items’ jii
e o
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48 Camera
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Read: DlNNNd s, \Ttem Court: O
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I~ Browse flat address space on szlected bianch fdd Leaves
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<Setup-08>

ii.  {F Add ltemsjii &5, Browsing SHEA 25581 Point- 41/%0: DIO001 -
DIO002#(1 DI0003 -

v. % [Add Leavest -
V. FTELZ | OK| g, BB ZORAIA Item Listrfr, £11 <Setup-10>
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Active i
Date Time B
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74 MEGAsys OFC Server & Alamrlog il
|
i
| Ready i Llﬂ {Ttem Counti 0
I~ Browse flat address space on selected branch Add Leaves
I Walidate itsm befors addina it to the list Itern Count: 1
= EIE# i dd d H ”EI ey
1o NI E#UR “Added items ..RYERL o
il OPC Quick Client - Untitled * ] I 100 x|
| File Edit Wiew Took Help
i e i =
DEdsed® | dBEX
[l MEGAsys OPC Server [tem D [ Data Type [ walue [ Timestamp [ oual: [ Update Count
B [niarm g 20001 String Off 2213407 486 Good 1
‘@p10001 String Off 2 Good 1
‘@oLnoz String Off Gaod 1
Date | Time: | Event
oofzrzs 10:53:36 T Connected to server MEGAsys OPC Server',
z01fzz 10:57:16 T Added group 'Alarm’ ko 'MEGAsys OPC Server'
Li BRI 11:01:38 T4 iadded 3 items to group 'Alar’,
[
|
|
§
| Ready {Item Count: 3

SEREE—4E Groupfl Item (&R, A Efth Group

>

|-+ DPC Quick Client - Untitled *
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= Generdl |
Dedrecad s BEX
= -7 MEGAsys OPC Server Item ID
o (E Al panes
Update Riate (ms. ;-
Tirne Bias [roir. |
Percent Deadhand
Datel [ Time: [ Event
@ zo1yjzizs 10:53:36 FF Connected to server ME! Language D:
@ z0112128 10:57:16 FF Added group ‘Alarm’ to i
i Exfbiele:] 110135 FF Added 3fkems togroup 't Update Noification
Foemp Alive Fate (ms]

Ready

<Setup-10>

Contral
100

HIALS—{# Group&kt » f]411: Control groupr
" Name - Control~ Update Rate - 100 Upd
oo

¥ Active State

==
T2

=

o]

Cancel

Hek

A, ATEALL ERYRES

ate Notification — OPC 3.0

Il

Trmestamp

IEER

[ Update Count [

[ftem Counti 3/
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e T T *Added group ... TR -

OPC Quick Client - Untitled *
Fie Edi View Toos Help

o]

D@ Hedead| s BRX

- MEGASys OPC Server Item 1D | pata Tvpe. [ value [ Timestamp: [ usit; [ Update Court
(i Alarmn
e
Date [ Time [ Event
Qo122 10:53:36 FF Connested ta server MEGASYS OPC Server',
Qo2 10:57:16 FF Added aroup ‘Alarm’ to MEGAsys OPC Server'.
1 ERiEE 1101135 FF Added 3 ems to group Alarm’
aouijzjz 110330 FF Added group ‘Cantral' to MEGAsys OPC Server',
Ready Ttem Count: 3 7
[ ]

HIAJEHA Control grougy Item &k}
= 1f Control 37— FI1EEAHE, €5 “New ltems...”-
»  EESEN Pointe f4]: DO0001+ DO0002f1 DO0003-

OPC Quick Client - Ui =10l =]
File Edt Yiew Todls Help
D@l sod | dBRBEX
= 25} MEGASYS OPC Server [1enin [ Data Type [ value [ Timestamp [ cuaiity [ Undate Count [
- {23 Alarm
Hew Teem..
Clone Group
Asynchroncus 2.0 Cache Refreshi
Date Asynchronous 2.0 Device Refresh
[ EtiEe FE—— MEGASys OPC Server',
©zofere e to MEGASys OPC Server,
mport 5.,
@ o11/ziz8 up ‘Bl
i Fulbile) Ll CErR bI to MEGAsys OPC Server',
Copy e
Faste. ol
Delete pel
R S [ftem Counti 3

<Setup-13>

| =10l x|
File Edit View  Tools Help
2 iz 2 [~ Item Prapert
DEdrea@ sbEX :
5 :7 MEGAsyS OPC Server Item 1D #ecess Fath | 4 » Cancel imestamp. [ qualic [ Uipdate Count |
Alarm
43 Contral ttem D | il e El &J
Data Typs:  |Native =
Active i
Date Time [ Event o o
320114'2/23 10:53:36 T4 Connected || Branch Filler Leat Fiter.  Type: Acoess!
2011/2/28 10:57:16 T4 Added grou ,— = Native ~1 [an =
[i Ealbu) 11:01:35 T4 Added 3 itel I J l i —‘
@ oo11/2/28 11:08:30 T Added grou -8 MEGAss NIPE Server G DI:2047 =
4 DI:2043
=]
Ready | J‘_'I_l Item Count: 3 7
[~ Browse flat addvess space on selectsd branch Add Leaver

i I~ Walidate itern before adding it to the fist Item Count: 0

<Setup-14>

OPC Quick Client - Untitled * T D ~(alx]

File Edit View Tools Help
D@l swrard|tB2BEX
[ 4] MEGAsys OPC Server Ttem ID | Data Type [ value [ Timestamp [ Gulit [ Updats Court |

- {0 Aarm @po:oo01 Strin :

: Eno: g Off 22134 Good 1

- '@ Do 0002 String OFf 22;34: Gaod 1

00003 String Off 22134:07:486 Good 1

Date Time | Evert: [
O 20112025 10:53:36 T4 Connected to server 'MEGAsys OPC Server'
@ zo11/z/28 10:57:16 T4 Added group 'Alarm' to "MEGAsys OPC Server'
[i Earbuere:) 11:01:35 FF Added 3 items to group Alarm’.
@ o11/zp0m 11:03:30 T Added group 'Control to MEG#sys OPC Server',
€ zo11/zp08 11:068:3t FF Added 1 items ko group 'Contral',
€ zo11/z/28 11:07:00 FF Added 1 items to group 'Contral',
(i Etae] 1L07:27 FF Added 1 items to group 'Contral',
Ready fitem Counti &

<Setup-15>
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> AT —{# Group®kt - fI411: LOG groupe
. Name - LOG - Update Rate - 250 Update Notification — OPC 3.0

OPC Quick Client - Untitled * L) =101 x|
File Edit view Took Help

D dsd @ f 2o x
ER=]itCasys 0PC Server Theen I [DataType [ value [ Tiwestarme [ couait [ udate Court I
-] Alarm
Contral —
Disconnect
Reconnect
Gt Error String,
| Dat= Ting ———————————————
@ z011jziz6 1053 Enumerate Groups... 'MEGASYS OPC Server’,
zo11jzize 10:57  Get Group By Mame... o MEGRsyS OPC Server!,
@ zo11jzi28 11:01 {iReE Ctiaw  pup Alam’
Q0112128 R Ctdsc B MEGAsys OPC Server'
@ i1ziz8 1105 Gty pup Control.
@ 0i1izi28 1007 pe bel up Cantrol,
@itz s ———— " hup Cenlrol,
Froperties, .
Create a new group - [Ttern Count: & 4

<Setup-16>

x ol

Biereral |

Fie Edf View Tods Help

D@ J|eie 6§ REX
-+ MEGASYS OPC Server Ttem ID. Timestamp | qualt: | Update Count: |
Mame: LOG

alarm
~{Z3 Control )
& Los Updste Rate ms.} 250
Time Bias [rrir. 0
Percent Deadband 0
Date Time [ Event ereent Headhan +]
€ zni1jziza 10:57:16 FF Added group 'Alarm’ to 't Language ID: 1033
zojzies : Added 3 items to group %
zou1izizn Added group 'Control to Update Matification: arCan - IV Active State
Ezni1jzizs Added 1 items to group 't
O zoi1jziz8 Added 1 items to group t Reepalve Raleinzl |0
€ znjzize Added 1 items to group 't
Li EnRtEE Added group 'LOG' o ME

Ready = 0k | Cecel || el
<Setup-17>

[ftem Count: 6 7

* A Control group? ltem &k} -
= Ei%Z Add ltem$E, 1 ‘Add Item’ T -
S Pointe 410 Alarmlog ~ Eventloge

OPC Quick Client - Untitled * =|olx|
Fie Edt View Took Help
DEd =de & BB X
[=-2i7] MEGAsys OPC Server Ttem 1D [ Data Tvpe [ vae [ Timestamp [ qualie [ Update Court [
- (22 Alam
Contral
& o
Clane Group
[ Date Asynchronous 2.0 Cache Refresh A
@ zo11j2i28 Asynchronous 2.0 Devics Refresh. roup "Alarm’,
@ z011i2i8 B 1ol to MEGAsys OPC Server
Qz011i2i8 e roup ‘Control,
@ z011i2i8 Sl roup ‘Cantrol.,
@zoiipzizs Cut Qb proup Contral
@ z011i2i28 Copy CBHC | to MEGASYS OPC Server',
€D 20112028 Paste Tl pULOG bo MEGASYS OPC Server (HR = .,
Delete Del e
Create anew kem (Ttem Count: 6/
L Properties...

<Setup-18>

-OPC Quick Client - Untitled * Bidd tems x| -i0] %]
Flle Edit “Wigw Taodl Help
= = = ~ltem Propeti
D@ Hdzee @ bB2EX S o |
= +17] MEGAsys OPC Server Teem 1D aovess Pate [ 4 b Cancel tamp [ Qi [ update Count |
w22 Alarm
{23 Control Jtem ID: |A|alm\ng v Wl e Help
L5306
DataType  |Native
Active 8
Date Time Event e -]
320114'2/23 10L3s I: Added 3 kems £ | Branch Filler LeafFiter.  Tupe: Ageess,
z011f2f28 11:03:30 #Added group 'Co B m
Hative =] Jan -
@ z011z2128 11:06:31 TF Added 1 kems tc I i —I I 4 -I
i Exfbiele] 10701 FF Added 1 ikems tc -/l MEGAsps OPC Server i“]
@0z 11:07:27 FF Added 1 kems te
@ zoi1fzrze 11:09:28 FF Added group 1O
@ 2011228 11022 FF Failed to add arc
Ready | _IL| [Ttem Counti 6
»
™ Browse flat addiess space on selected branch Add Leaves
I Validate tem before sdding it to the st Item Caurt: 1

<Setup-19>
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r~Item Propedie: -DK
OPC O Untitled * oess Pall B 2 [ g
cess Palh | J = Cancel

File. Edit Wiew Took Help i

HEaE| P BB it | el | = | e

Si=EY

Clieni

] 5 MEGAsys OPC Server Item I P el g, [ Qs [ update Couri [
- (22 alarm - 2:000 Good 1
(3 cortrol Aotive ica
-3 L0G
Browsing
Branch Filter: Leat Filter, Tupe: Bocess:
‘ | & B [ Wative | [ene iz |
Date Titive. Evert 7
@ 0112028 11:03:30 T4 ‘added group ‘Con -4 MEGAsys OPC Server @ DvF:093 7= |
@ 011208 1106:31 T4 Added 1 itemsto ¢ & DVF:100
i EeYs 110701 FTF Added 1 items to ¢
1 €¥en11/z28 11:07:27 FF Added 1 items to ¢ i Macio e
| @ z011jziz8 11 TF Added group LOG “ MacraChl =
& @ 201112128 11022 FF Faledta add grou Tt |
| @ z01izie 1:132 FF Added 1 items bo ¢ L
| ™ Biowse flat addiess space on selected branch dd Leaves b
| peady ) = ) Ttem Count: 7.7
T Yalidate item before adding it ta the fist Item Count: 0

<Setup-20>

=/t Alarmlog 1y valuefiif& F&5 L — T, B2 T 28 - lZID—F

& «: PR G ol g o

[® Camera Setup Splem#l | Splem#2 | SystemVariableLink ] WatchDog
B Monitor Setup ;
Input Points Setup

]

B

Output Points Setup P
Access Control Setup

System Parameter Setup

B SYSTEM PARAMETER SETUP

[ Watchdag Function Enabled

B

RP Nrline Statis

=lofx]

Do dwae

B EI [ MEGAsys OPC Server Cseorm-1o- I Ll [ Timestamp [[Update Count
20 |—&mavm\og String Offine - DDC1 1KL HO:001 - IP; 192,168,42,38 LociDaor 1+ 07:09:38:000
3 s i TP ~OPC St arted - Server Tame: FIEGASyS OPC Server =0 06:39:15:000
M
B M
BT 4
18 Print [ Event
@ TosH @ oq11ape Added L items to group ‘Control’
B HA S @ 20112028 11:07:01 FF Added 1 items to group ‘Control
2 Subt|@ 20112120 11:07:27 FF Added 1 items to group ‘Control
-4 Cont|@z011/2128 11:09:28 FF Added group LOG' to MEGASys OPC Server,
& Com |@ 2011228 11:10:22 FF Faled to add group LOG ko 'MEGAsys OPC Server (HR =
B oo @o011/z2008 Added 1 items to group LOG,
i @zn11jzi20 Added 1 rems b aroup LOG'

Tire, Dale. Status | Desciiption
22.55:43  2011/02/28  Offline ~1P- 192.168.42.33 Loc-Do
22:56:35 2011/02/28  Oifline - IP: 182.168.42.33 Loc:D
22:57:29  2011/02/28  Difline -1P: 192.168.42.33 Loc:Door 1=
2258:71  2011/02/28  Offline ~1P: 192.168.42.33 Loc-Door 1%
- IP: 192.168.42.33 Loc:Door 17
- 1P: 192.168.42.33 Loc:Door 1*
- 1P 192.168.42.33 Lac:Door 17
- 1P: 182.168.42.33 Loc:Door 1-
-1P: 192.168.42.33 Loc:Door 1
-1P: 192.168.42.33 Loc-Door 17
- IP: 182.168.42.33 Loc:Door 1+
~1P: 192.168.42.33 Lac-Door 1
-1P: 192.168.42.33 Loc-Door 1
- IP: 192.168.42.33 Loc:Door 1%
- 1P’ 192.168.42.33 Loc:Door 1
- IP: 192.168.42.33 Loc:Door 17
- 1P: 192.168.42.33 Loc-Door 17
- 1P: 192.168.42.33 Loc-Door 1
- IP: 192.168.42.33 Loc-Door 1
~1P: 192.168.42.33 Loc:Door 1*
231319 2011/02/28 - 1P’ 192.168.42.33 Loc:Door 1%
231412 2011/02/28 - 1P: 192.168.42.33 Loc:Door 1°
2315:05  2011/02/28  Oifiine DDCT1KL No:001 - 1P: 192.168.42.33 Loc:Door 1*

Q‘SystemNarmLog' Wﬁssmm Event: |!D_vﬂjﬂ line S: I E T E ' Obi e I
ﬂ W [e31505 2011702728 Offline DDCI1KL No:001 - IP: 192.168.42.33 Loc:Door 1 _ ﬁl
<Setup-21>

22:59:13  2011/02/28  Oifline
23:00:07 2011/02/28  Offline
23.00:58 2011/02/28  Offline
23:01:52 2011/02/28  Oifline
23:0245 2011/02/28  Offline
23.03:38  2011/02/28
23:04:30  2011/02/28
23:05:23  2011/02/28
23:06:16 2011702728
23:07:09 2011/02/28
23.08:02 2011702728
23.08:55 2011/02/28
23:03:48 2011/02/28
23:10:41 2011702728
23:11:34 2011702728
231226 2011/02/28
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¢ Eventiogity value((rff. |- i T, (EUGHE SIS - AT
& «: PR ZARGLEWOA

[® Camera Setup SwtemHl | Swlem#2 | SystemVaisblelink ] watchDog.
Monitor Setup T
B Input Points Setup
Output Points Setup
B Access Control Setup
g System Parameter Setup
B SYSTEM PARAMETER SETUP

]

I Watchdog Funotion Enabled

B
@ v B
& pi Fle Edt vew Took Hep

MBS dadaF|sBPBX

B EI[5 5 MEGAsys OPC Server Ien D [ DetaType e [Timestamp [t [ Undate Count.
f0 hring £l =DKWt < TP 197, 16R,42.53 ] ocDnor 1% 07:03:38:000 Good 1
s (@Eventiog String - OPC Started - Server Name: MEGASYs OPC Server - 0 | 06:39:15:000 Goad 1

4
Date. [ Time-- | Event
@ oi1/2i28 11:06:31 T Added L items to group ‘Control'
@aou1zie8 170l TF Added L items o group ‘Control,
@i1/2028 110727 FF Added 1 items to group Control
@ 20112028 10928 TF Added group LOG' ta MEGASYs OPC Server',
@ z011/2j28 111022 FF Failed to add group LOG ko MEGAsys OPC Server' (HR =
@nti12028 111542 FF Added 1 items to group 'LOG.
- @aou1ze8 1151 TF Added L items to aroup LOG'

[item Count: &

2011/02/28  UDP_ini DDC11KL IP:192.168.42.33 Remote Port: - Local Port: 24001 Index: 1 Add
2011/02/28  WalchDog 192.168.0.1@RemoteP 901 - Init

2011702728  TCPIP LAM Socket initialize...... 401

2011/02/28  TCPIP Remote Event Message XML Enable - Port:1900

2011/02/28  TCPIP Server Listen Port - 4001

2011702728 Startup MEGAsys System -

2011/02/28  CL: MEGAsys DVR CCS

2011/02/28 OPC Started - Servi

M srenniam iy GPenciene [[EEIoVR Onine Satus | T Tres Acoers] |89 Gietiidea]

@I [ 3z zonjzre Offline DDCI1KL No:001 - IP: 192.168.42.33 Loc:Door 17 _ gl
<Setup-22>
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,‘.\,5‘“ Control grourﬁqﬁﬁ%
% @ E% E% @@»%E E®a

)

System Setup
[ Camera Setup
- Monitor Setup
B Input Points Setup
4 Output Points Setup
B Access Control Setup
g System Parameter Setup
B SYSTEM PARAMETER SETUP

0OPC Quick Client - Untitled
Fle Edt View Tooks Help

¥ System Setup

SwtemHl | SwslemH2

| Systemariable Lirk | WatchDog

I Watchdag Funstion Erabled

RF1| Mirkine Statis

item, ] DO0002- 4 #k e ‘Synchronous Write®

DEMddaed|sBRX

-] MEGAsys OPC Server

Item ID. [Data Type

[ Timestamp

[ ipdat

@ID0:0003 String

Hew Ttem,

SN System Events

L Type.
22:34:20 2011/02/28  UDP_Init
22:34:44  2011/02/28  WalchDog
22:34:44 2011702728 FIP

22:38:59 2011/02/28 TCPIP
22:33:00 2011/02/28 TCPIP
22:33:03 2011/02/28  Startup
22:33:15  2011/02/28 il
22:34:14  2011/02/28
23:19:26  2011/02/28  OPC
12011702728
2011/02/28

Sek Active
i ek Inactive
8 Print Foo0n Event :
@ Tas @y o120 Faled to add group LOG ko 'MEGAsys OPC Server (HF e
& HAE | @ 01112128 Added 1 iems to group 106 e e e
B Subk | @z011/2020 11511 FF Added 1 items to group 106
B Cont|@zo11/zi28 im2r TR Asynchronous 2,0 write transaction 0034EEES intiatec  Asynchronous 2.0 Read
& Com |@z011/2026 11:19:27 FF Asynchronous 2.0 write transaction 0034EBB3 complet  Asynchronous 2.0 it
B Nne | @2011/2128 111941 FF Synchronaus write succeeded For 1 items on group 'Co -
> I @028 1m0l FF Synehronaus writs succesded For 1 items on group 'Co E‘;;y
}L Perform o synchronaus wrike an the selected ems ::;f

Properties

G+
el

DDC11KL IP:192.168.42.33 Remote Port: - Lm:al Port: 24001 Index: 1 Address: 1

192.168.0.1@RemotePor
LAM Socket initializy A

Remote Event Message XML Enable - Port:1900
Server Listen Port -

MEGAsys System -

MEGAsys DVR CCS Alarm listen on port:8081

OPC Started - Server Name: MEGAsys OPC Server -
OPC Client Call Back Setup - DEI Zone:0002 - On

900/Local:2901 -
001

e

22:34:07:486

[ ] B system Alarm Log ﬂéysgmam I:.DVR.ilnlinaSalusI T Tieehecess| [89 Obiectvideo]

g ;; |-23.ZU.IB 2011/02/28 Otfline

DDC11KL No:001 - IP: 192.168.42.33 Loc:Door 1%

I

Evertech Electronics Ltd.

[item Count: &

<Setup-23>

13

March 2011



MEGASsys OPC Client 28EE

{E Synchronous Writghi &5 N &k 228 - Boe 1%, 4
System Eventgiri @ GBS, 41 F

B &t E%, E‘{:% @@a%a e a

[# Camera Setup Syem#l | Guslem#Z | SyclemVarableLik|  WatchDog
@ Monitor Setup )
B Input Points Setup
-[4 Output Points Setup
M Access Control Setup
£ System Parameter Setup
-] SYSTEM PARAMETER SETUP

e AP Tnline Shahis

R
@ i B i sorcironaes e

&P Wissw Took Help

SEBERT - [FIIF, 42

I™ “watchdog Function Enabled

@MDERE| e @ EBRE Ttem D [ Current Valu [ wite Velue [ o
=) MEGASYS OPC Server Ieml (EID0:0002 off On | [ oo | [ ousit: [ Dpdste Caunt
Aarm

/24 Control

| Time

@ 2011/2128 111022 FF Falled

2| @ 20112028 134z TF Added
@an1jzi0 11511 FF Added

W Cont|@z011)2128 11927 FF Async
-8 Com |@z011/ziz8 111927 TF Asyndl
B One | @2011/228 11:19:41 FF Synchi
! & z011/2i28 11:20m01 T Synchi

Ttem Countis 7

Type.
2011/02/28  UDP_Init DDCTIKL IP:192.168.42.33 Remole Port - Local Port: 24001 Index: 1 Addiess: 1
2011/02/28  WatchDog 192.168.0.1 290070532901 - Ind
2011/02/28  TCPIP LAN Socket
2011/02/28  TCPIP Remote Event Messags S04 Enable - Port1900
2011/02/28  TCPIP Server Listen Port - 4001
2011/02/28  Startup MEGAsys Spstem
2011/02/28  CCS Init WEGAaE VR CCS Alarm listen on port: 8081
2011/02/28  OPC . Started - Server Name: MEGAsys OPC Server - 0

2011/02/28  OPC
2011/02/28  OPC
2011/02/28

ack Setup

‘5 stem Alarm L ﬁs,:sgemasm [.D'vn ll'nlinasalusl E T:egm:l:ess|§ .dnimvmen|
" :

E' [ [e32uis zoiijzree Offline DDC11KL No:001 - IP- 192.168.42.33 Loc:Door 1= _ @I
<Setup-24>

HE,MZHUEI’J AR, HERIA LA Group,4T: DVR -

£ etz = STTE
Fils Edt Wi Took Heb e
I 2 Geners |
DEHEuddEm e xX
|[E-257 MEGAsys OPC Server Item 1D [ Timestamp: [ quae [ Update Count
Hame: DvR

Update Flste fms ) 1000

Tirne Bias [min: 0
5 i — : | B
Percent Deadband 0 =

| Date

[ Event
1@ iz Falledtoadd 0rop 196 L anguage I ieE]
@ izize Added 1 ikems ta graup |-
H@@ant1pzze Added 1 items to group 'L Update Nofication: OPC30 = ¥ Active Stale
| €¥ 01142128 Asynchronous 2.0 write
@oo112i28 ; Asynchronous 2. 0wite . Kesptlve Aste (m [0
1| € z011/zi28 11:19:41 FF Synchronous write succe
| @ e011j2i28 t1:zmol T Synchronous write succe =
! Ok I | LCancel Help =
Ready | | Ttem Counti &

<Setup-25>

0OPC Quick Client - Untitled * ﬂ
Fle Edit ¥iew Tools Help
DEMdoaar BB X
=] ;_ﬁ MEGAsYS OPC Server Ttem ID [ Data Type [value [ mestamp [ qual [ Update Count
{28 Alarm
@ Control
S A —
o G ] 31
Date:  Asynchronous 2,0 Cache Refresh ] =]
€@ 011/2/26  Asynchronous 2.0 Device Refresh o group 106,
©z011/2p28 e o group 1O,
[ EbIes qm‘j - .0 write bransaction 0034EBB3 initizked for. .
[ FEfble R 0 write kransaction DOMEBED completed F...
Qoiyjzze ChlbR (ke succeeded for L items an group Controf.
Qoiyjziza Copy b fite succeeded for L items an graup ‘Control.
Qoiijziza Paste it Rt MEGAsys OPC Server',
Delete Del =
Creste s new it i
T brerties

<Setup-26>
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Fib Edf View Tods Help

~lojx|

[ Ihem Prapeti [iTe I

Del|dee

1155} MEGAsys OPC Server Item ID Access Patk: | 4 b Cancel [Timiestam] sl Update Count
(23 Alarm .
ltem 1D IDVH:UU1 v w8 Help
Deatiee [Fare ]
4 Active ~ (|
Date [ Time [ Evert: i oitng : |
gzm lﬂﬁ I :z “:ge: LRSS S| Branch Filer Lea Fiter  Tupe oosss
2011228 111811 Added 1 items t .
3 g Hati =] & 5
@20z 11927 FF Bsyrehronaus 2 I [EES By el
€zoitizize 111927 FF Asynchronous 2 & MEGsys OPC Server 2 Door 480 |
0112028 11:19:41 T Synchronous wr
& :zoi1pz28 11:20:01 T Synchronous wr @ DVA:002
zoijzjes 11:23:46 T Added group ‘D4 €8 DVA:003
9B DVR.004 bt

Jltem Court: 87

i
Ready ﬁ MVA-NNS =
EEEEESESESSSSS——— = =
[ ] T Browss flat address space on selected branch 2dd Leaves
BT -

™ Validate item before adding it to the list Item Count: 1

<Setup-27>

OPC Quick Client - Untitled *
Fle Edi View Tools Help

o]

D@ Hd|eares & BB X

-+ MEGAsys OPC Server Ttem 1D [ Data Type [ valus | Timestamp [ Qualt [ Lipdats Court
Alarm ZiDwR.001 String Marmal 22134113625 Good 1
8 conrol L il 2k
Zdovr
o[ oG

ol ==
Date: Time [ Event | |
& :zoi1)2028 11:15:11 T Added 1 ikems ko group LOG"
Q:0u12i78 11:19:27 T Asynchronous 2.0 write transaction Q034EBBY intizted for,
@ani1y2i28 11:19:27 T Asynchronous 2.0 write transaction 0034EBBY completed f..
zo1jzjes 111941 FF Synchronous write succeeded For 1 items on group 'Control',
o1z 112001 T4 Synchronous write succeeded For 1 items on group 'Contral’,
@o0i12i28 1123146 TF Added group TVR' to ‘MEGAsys OPC Server',
zoi1jz)es 11:27:35 TF Added 1 ikems ko group 'DYR',
Ready [ltem Count: 97

<Setup-28>

WRIE FTHEE E AR, #EF& A EAth Group,Z/1: AccessControt
=

=10l x|

File Edit View  Tools Help |
ene

DEMHrearE &BEX

[=-+fz] MEGAsys DPC Server Ttem ID [ Timestamp: [ Qualit [ tipdate Count
Hame: [AccessContiol
Update Aate [ms.} [100
Time Bias min} f
[ : 1.5
Peicent Deadband [0
Date [ Event |
@0z : fdded Litems o @roup | [y s i o
i ESTbYElr 11:19:27 FF Asynchronous 2.0 write b
i Ebrrt] 11:19:27 FF Asynichronous 2,0 write ¢ Update Matification: OPC 20 ke ¥ Active State
[ EbEIes] 1194 FF Synchronous write succe
@01z 112001 FF Synchronous write succe | Kesn dlive Bate (s [0
[ EbIes 11:2346 FF Added group DVR! to ME
[ i EBIes 11:27:35 T Added 1 items o aroup 1
oK. I T Hlp -
Ready I | I | ltem Courk: 5

<Setup-29>

OPC Quick Client - Untitled *
File Edit View Tools Help

=loix

D@ el o 5 % x
=1+ MEGASYS OPC Servery [1tem 1p [ Data Type [ walue [ Timestamp [ qualit [ Update Count

Create 5 new item

<Setup-30>
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[Z8 Control lone Groop
= Asynchronous 2,0 Cache Refresh
Asynchronous 2.0 Devics Refresh |
[ Date T Eapork G5V, ‘ =
@z0i1jzpzs 11 Impart C3HL.. saction DO34EBBS itisted For...
Li EbiEe] 11 action OO34EBES completed f...
zn1/zz8 11 Cut b L for 1 items an group 'Contral’
i i) 11 Copy CrHC L for 1 items an group 'Contral'
zo11jzz 110 Peste Y e OPC Server’,
€zo11/z/28 11, Delete el 15
zo1ijz)zs L to MEGASYS OPC Server', -

[ftem Count:
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File Edit View Tools Help

DEH|deed b BEx

=1} MEGASYs OPC Server
/23 AccessControl

Item 1D

Add Items

=loix]

- Item Properti

Acosss Path. |

fTimestamp [ qualie

[ Update Count

e 1D | B
DataType:  |Native
Active i I =
Date: Time [ Event e =]
82““/2/25 Asynchronous 2| Girsnch ket Lest Fitsr— Tupe Aocess
20112/28 Asynchronous 2 m n -
Nat =] Ja -
zoi1j2jo8 Synchronous wr I E Elllan |
z011)z)28 Synchranous wr 23 MEGasys OPC Server € D0 2048 Al
€bz011j2j28 Added group v il
@2011/2j28 added 1 items ko 5 Door 002
€bz011j2j28 11:29:47 T Added group ‘Ac 428 Door 003
@ Do 004 - ¥
Ready D N5 I [Ttem Count: @
4 | »

OPC Quick Clien led *

ni

Fie Edt View Tooks Help

I~ Browse flat addiess space on selected branch

Add Leaves

I~ walidate item before adding it to the list

Item Count: 1

<Setup-31>

o

NEdlece @i BEX

El-25] MEGAsys OPC Server
-4Z3 AccessControl

Hlew Ttem....

Set Active
Set Inackive

Item 1D Data Type ialie Timestamp Quslity Updsate Count

4 Synchranious Cachie Read ]
Date [ Time [ Event Synchronous Device Read |
@ooujzize Asynchronous 2.0 writs transaction 0034EBB3 completed f... i
Booijzize Synchranous write succeeded For | items on group ‘Contral’
z011/2j28 Synchronous write succeeded For L items on group ‘Contral, SR M
Q0111228 fddded group DYR' ko MEGAsys OPC Server', BECoRns R e
S0zl Added 1 ikems to graup DVR', cut Corlit
[ B Added group ‘AccessCantrl ta MEGAsys OPC Servar', Copy e
Sz Added 1 items to group AccessContral Past ey
Delete Dol =z
Perform a syrchronaus mriks on the selected iems - [Item Counti 10
Properties. ..

<Setup-32>

synchronous Write _ A

File Edb Visw Taols Help
DEHlcadae @ b BB X tem I [ Curent Valie [ T vaie 1
-1 MEGAsys OPC Server Ttem 1D [Data Type [value @ Door Nomal | Operd I Apply |
{Z3 AccessContral ID0or:001 String Mormal —
3 Alarm il
{3 Control
~(Z3 DvR
ELos il
Date [ Time | Event. |
@ zojzies 11:20:00 T4 Synchronous write succeeded for 1 ikems on group 'Control .
@zouzrzs 1152546 T4 Added aroup 'DVR! to MEGASYs OPC Server,
i ERTEIr:] 11:27:35 FF Added 1 ikems ko group DVR',
[i ESYES:] 11:2947 FF Added group ‘AccessConitrol ko MEGAsys OFC Server',
oz 11:32:15 TF Added 1 ikems ko group 'AccessControl
@zojzes 11:33:34 T Synchronous write succeeded for 1 ikems on group 'Access. ..
i Bl 11:34:15 T4 Synchronous write succeeded for 1 ikems on group ‘Access. .
Ready

Evertech Electronics Ltd.

<Setup-33>

16

March 2011



MEGASsys OPC Client 28EE
AT LY

Access Menu Coni

=

=

& st BR m[_

[ Camera Setup
B Monitor Setup

: Reader Control
Door Mo
Mo Input Points Setup . ] Reader Suspand
Output Points Setup 1 - B Fiosure Eisad o
M Access Control Setup i
@ CARD DATABASE SETUP ‘Dloor Description
B TIME ZONE SETUP Dot Mo 1

";D\mr ‘Menu Control
E{ Il OPC Quick Client - Untitled *

| BAC, Fle Bt Mew Toos fep
GoDEHz o F|iBE
BaE + MEGAsys OPC Server

‘33 AccessControl (S pcoront String

Synchronous write

Item D 2 | T wite value
@ Door001 [Uniock]

4

| Event.

Added group DVR' ko MEGAsys OPC Server

Added 1 fems to group ‘DR

Added oroup 'AccessContral to ‘MEGASYS OPC Server',
Added 1 tems to graup ‘AccessContral'

Synchranous write succeeded for 1 items on aroup *Access
Synchranous write succeeded for 1 items an aroup *Access
Synchranous nrie succeeded for 1 items an group iccess

2011/02/28 DDC11KL IP:192.168.42.33 Remote Pait: - Local Pox
2011702728 W 192.168.0.1@RemotePort:2900/Local: 2901 - Init
2011/02/728 LAN Socket init 4001

2011702728 Remote Event Message XML Enable - Port: 1900
2011702728 Server Listen Port - 4(

2011/02/728 MEGAsys System -

2011702728 il MEGAsys DVR CCS Alarm listen on port: 8081
2011702728  OPC OPC Started - Server Name: MEGAsys OPC Server -
2011/02/28 OPC Client Call Back Setup - DO - Zone:0002 - On
2011702728 OPC Client Call Back Setup - DO - Zone:0002 - On
2011/02/28 Zone:0002 - On
2011/02/28

24001 Index: 1 Address: 1

! em Alarm Log ﬁswapéng [.ﬁvﬁﬁnlinaémml E. fgegpﬂénesslj
e |

@ |z7 [335:05 2011702728 Offline DDC11KL No:001 - IP: 192.168.42.33 Loc:Door 1= _ g’l
<Setup-34>

Objectvidea]
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APPENDIX A. DCOM Configure for Remote Client

DCOM Configuration Setup

This section is intended to provide general guidance on configuring DCOM settings for newer
Operating Systems, which do differ slightly from Windows NT and 2000 Operating Systems.

This article will simply outline the steps to configure DCOM. If you would like to know and understand
the reasons WHY some of these settings are so, then please read:

* NT/2000 User Security Permissions/Considerations
« Special considerations in multiple domain settings.

We will configure DCOM in 4 steps:

1. Configuring the general/default settings
2. Configuring the settings for OPCENUM
3. Configuring the settings for your OPC Server
4. Configuring the Local Security Policies

Starting DCOM Configuration

The DCOM Configuration utility can be accessed either in the Windows Control Panel ->
Administrative Tools, or the Windows START button. To start it manually:

1. Click on the Windows START button
2. Click on the RUN option
3. Type "DCOMCNFG" (without the quotes) and press ENTER. (case does not matter)

This will load the Windows "Component Services", which is shown below:

T — DEX
@ Bl Action Pew  Window  Help =12 =]
- E|m iy o = BE ]
] Coreols Boot My Compubsr 4 ohyect{s)
= B Componant Services
B _I,ETMEPS I
- Hr' ompiber - - -
- COM+ Dio0M Config  Distributed Aurnirg
-1 CoM-+ Applications Applcations Transacti.. . Frocessss

+ ] DCOM Config
# ] Destriboted Transsction
& ) Punning Processes

+ Event Wiswer (Local)

+ Services (Local)

Step 1 - Configuring Default DCOM Security Options
The following screen is opened by:

* Right-clicking on the "My Computer " node in the "Component Services" screen.
¢ Choosing "Properties " from the menu.

Then click the "Default Properties " Tab.
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My Computer. Properties

DefautProtocols | MSDTC | COM Secuiy
I i Default Properties

[v Enable Distributed COM on this computer
[~ Enable COM Intemet 5 ervices on this computer
i~ Default Diztibuted COM Communication Froperties
The Authentization Level specifies security at the packet level,

Drefault Authentication Lewel:

Maone j

The impersonation level specifies whether applications can determine
whia iz calling them, and whether the application can do operations
uzing the client's identity.

Default Imperzonation Level:

| Idantify ~|

Security for reference racking can be provided if authentication iz used
and that the default imperzonation level iz niok anonymous.

R

l ak ][ Cancel H Apply ]

* The options available in this screen should be configured as:
* The Enable Distributed COM on this computer MUST be checked.
* The Default Authentication Level should be set to None.
* The Default Impersonation Level should be set to Identity

* The next step is to click on the "COM Security " tab, which is shown below:

As of XP SP2 there are four buttons in this screen. You MUST configure all four
buttons.

My Computer Properties

General Optiors _Default Froperties
Default Protocaols | MSDTC COM Security

Access Permissions

“r'ou may edit who iz allmwed default access to applications. Y'ou may
alzo set limits on applications that determine their own permissions.

Edit Lirmits...

Launch and Activation Permiszions

ou may edit who is allowead by default to launch applications or
activate objects. You may also set limitz on applicationg that
determine their own permissions.

Edit Limits... Edit Default...

’ (1]8 ][ Cancel ]

¢ Click on the "Edit Default" button within the "Access Permissions " area and make
sure that the following accounts exist with the "Allow Access" permissions:

* Everyone
* Interactive
* System

* Network
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IWAM_<computer-name> *
* |USR_<computer-name> *
¢ Guests
* Anonymous

* Once that is complete, do the same with the "Edit Default" button in the " Launch
Permissions" section and give the right "Allow Launch" to the same accounts as
mentioned in the bullet-points above.

* Make the same settings under both "Edit Limits" buttons. If you do not set up these
limits your DCOM will be limited based on these settings.

* Now click the OK button to save and close the window.

If you plan to use IIS (Internet Information Services) as an OPC Client, then its login context should be
added to the list of trusted accounts as shown above.
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Step 2 - Configuring DCOM Security Options for OPCE

NUM

The next step is to locate OPCEnum in the list of COM components. Simply click on, or expand the
"DCOM Config" section to show the objects available to configure:

Locate OPCEnum, and then open its properties by simply right-clicking on it, and choosing

« Component Services

1 Corsole oot
= @ Componant Services
= Computers
= B My computer
=i 2o+ Appleations

B Ao Acrobat Do
B Suitomatic Update
W Background [ntek
% Blocked Crrvers
B COM Evant Syt
B ComEvents.ComS
B ComEvents,Cong
™ Command bre Trig
@ C5V File
% Custfeg Class
W Diafrag FAT engin
M Difrag WIFS engl
W Dervicelet Explck
B Dovicehiet 'Wha 5
A [ Updatesaryice ¥
3

s - E W= G

#  DOOH Corfig 104 object{s)

0 ot S Clasd
dotss fwrobat Document

B ftmtic Lpdates

® Eackground Inteligant Transfer Servce.
3 Elocked Crivers

B COM: Evert System

B ComEvants, CamSariteEvents

B ComEverits, CamSystentprErentDiote
3 Cammand v Tripger Corsumer

B C5Y File

B CustReg Class

B Defrag FAT engine:

B Defrag HITFS engine

W Denvicehist Exphck Messaging Server

B DiceNst Wha Server

B bUpdateterice

Citiject Change

DO T o L e o 5, S0 U 0,

@ Event Oinject Change 2

{DESDECIH- 1 04A-4 the-ASDS-00
(B0 AGS-A IFC-1100-B500-44:
{4 ICE190-4DCE-4908-2CPD- 105
{ERADMAEE-5 1BE-439b-052C-B6/
{ TEAC D30 EME-4ATD-E IS0 04
[4E14FBAZ.ZE22-11DL-9964.00C
{ECABBDCI-TF1%- 11 D2-978E 000
{ECABBIE-TF19-1102-978E-00C
{PITEF3ED- 12 T8-42 00805 1E8(
THHIZR01A-GREE- | 1 D0- 5629000
{EADEBECA-AHZ3 L LDE-EF43-00C
{BOEEAS00 3308+ 11d1-AZ13-008
{B0EE4%01 -33A5-11d1-A213-006
{4STEFFFD-1571-11d1-80 16-060
{PEEEF246-CBA2- | LA0-B000-080
{PPPO2OP-FARE-4405-0104-8E7
{DOSE5000-50F4- 1 LD1-A281-00C
{EEOTEAID-CD56-4EES-AEFF-CEl

"Properties” from the menu.

General Tab

The General Tab has only one option, and that is the "Authentication level".
OpcEnum Properties |E|r2|

General ‘ Location H Security H Endpoints H \dEnlily‘

Application Name:

General properties of this DCO application

OpcEnum

Application 10 {13486044-4821-1102-A454-3CB 306C10000}
Application Type: Local Service

Authentication Level: |[EG5E

Service Mame: OpcEnum

For each of use, you can select "None" as your option.

Location Tab

OPCEnum is a program that scans your registry for a list of OPC Servers on your computer.
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General | Location | Security | Endpoints || Identity

The following settings allow DCOM ta locate the cormect computer far this
application. [f wou make more than one selection. then DCOM uges the first
applicable ome. Client applications may overide your selections

[ Run application on the computer where the data is located:

¥ Run application on this computer

™ Run application on the following computer:

B |

OPCEnum needs to run on the computer where it resides.. therefore the option of choice here is to

check "Run application on this computer

Security Tab

There are 3 options in the Security tab that need to be set.

Launch Permissions
Select the option "Use Default".

Access Permissions
Select the option "Use Default".

Configuration Permissions

Select the option "Customize ",
OpcEnum Properties El@l

and then click the "Edit" button.

General | Location | Security | Endpoints | [dentity

Launch Permissions

" Cugtomize

Access Peimissions

* |Jge Default

" Customize

Configuration Permissions

 Use Default

&+ Custamize Edit

A window will open allowing to specify the accounts that do/don't have configuration permissions,

simply add the same:

* Network

* |Interactive

* System

¢ Everyone

* Guests

* Anonymous

* |USR_<computer-name> *
* IWAM_<computer-name> *
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Ensure that all of the accounts above receive "Full Control " rights.

* If you are using IIS (Internet Information Services) as an OPC Client.
Identity Tab

Use either the Interactive or System account.

Click OK to save and close the OPCENUM options window.
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Step 4 - Configuring DCOM Security Options for the

OPC Server

This step should only be followed if your computer has an OPC Server on it that you wish to allow

OPC Clients to connect to.

At the "Component Services" window, click on or expand the

OPC Server from the list.

* Companent Services

= {8 Component Services
= 10 Computers
= B8 my Computer
i+ [ CoM+ Applcations.

dobse Acrobat D

utomatic Uipdiate
W Background kel
™ Blocked Orivers

+ % COM4 Event Syst
@ ComEvents. Com5
8 ComEvenits, Coms

+ @ Command ine Tri;

5V File

Custileg Class.

B Defrag FAT engin

2 Dafrag NTFS engl

B Diicalet Explct

' Devicehet 'Whao 5

W [WlipdateService ¥

>

® Adobe Acrobat Document
¥ Faitomatic Lpdiates
nd [rkeligent Transfer Servce.

P Elocked Drivers

B COM- Event System

# ComEvents, ComSerdceEvents

® ComEvents ComSystemippEventData
¥ Commend Ine Trigger Corsumer
5V File

 Custileg Class

 Durag FAT engine

¥ Defrag WTFS engine

Exphe Messagng Server

ot Wha Server

=
 Event Object Change

bk

Event Object Change 2

"DCOM Config" node and locate your

{BEDICAGE-AIFC-1100-B5A0-44
{45051 50-4DCE-4505-2CPD-L
{6AADAAEE-518E-439h-AG2C-B6
{7A3C030F-EME-43TD-B IS4
MERAFBAZ-ZEZE1 1019954000
{ECABBOCI-7F19-1102-978E-00C
{ECABBOCE-TF19-1102-578E-00C
{PTEFIE3-1278-4203-805¢- 1660
{HHOEEO0A-SAEE-1 1 D0-5629-00C
{BHDSBECH-AHZ3- 1 LDZ-BI43-000
{SOEEA902-3308-11d1-A213-008
{BOEE4501-33A8-11d1-A213-006
{4STEFFFD-1571-1141-6016-080
{TEEGF246-CBA2-1 LA0-B000-080
(PPPIDCAF-EARE-$405-0104-0E7
{DOSE5000-50F4-11D1-A281-00C

{BBOTEACD-CDS6-EE3-AEFF-CE

»

When you have found your OPC Server in this list, simply right-click on it and open its properties. Then
follow the same steps as those listed for configuring OPCENUM.
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Configuring Local Security Policy Settings
Overview

When making remote OPC connections there are some additional settings that should be checked.
This is important when the two computers are not under the same domain when logged in.

Updates to newer operating systems have made changes to the local Policy settings and it is entirely
possible that these updates have restricted systems that were otherwise once working.

This document assumes that all DCOM security settings are configured in accordance with our
recommendations.

Local Security Settings

The settings outlined in this document must be checked on both the OPC Server and OPC Client
computer(s).

The Local Security Settings can be found:
START > Control Panel > Administrative Tools > Local Security Settings

The Local Security Settings window is shown below:

§ Local Security Settings _

| File  Action View Help
&= B X EFB[E
@ Security Settings

w08 Account Policies

= ’:@ Local Palicies

{8 Audt Policy

i @28 User Rights Assignmen

N {:_@ Se-curity Opltions
Ef_—l Public Key Policies

E[::I Software Restriction Policie
Eg 1P Security Policies on Loca

Expand the Local Policies folder and go the Security Options (shown in gray).

DCOM Palicies
Locate the following options:

» DCOM: Machine Access Restrictions in Security Descriptor Definition Language (SDDL)
syntax

» DCOM: Machine Launch Restrictions in Security Descriptor Definition Language (SDDL)
syntax

Both of these options should be set to "NOT DEFINED".
If either of these are defined, then you will need to work with an IT professional or network
administrator who has the necessary rights to be able to access and modify these policies.

Network Access - Everyone Permissions

We need to to let Everyone permissions also apply to anonymous users. Locate the following options:

* Network access: Let Everyone permissions apply to anonymous users

These settings default to "disabled". We recommend enabling these options by right-clicking on them
and changing the setting as shown below:

Evertech Electronics Ltd. 25 March 2011



MEGASsys OPC Client 28EE

Hetwork access: Let Everyone permissions apply to a 2]
Local sm&mﬂ

Network access: Let Everyone pemmissions apply to anomymous

(% [Enabled
" Dieabled

ot ] oo |

Click the OK button to save the setting and close the window.

Network Access - Sharing and Security Model

We need to configure the sharing and security model for local accounts. Locate the following options:

* Network access: Sharing and security model for local accounts

This setting now has a default value of "Guest only" which can prevent OPC connections. Right click
on this policy and open its Properties:

Hetwork access: Sharing and security model for local ac 2] %]
Local Security Setting |

Network acoess ! Sharing and secunty model for local accounts

Classic - local users authenticate as themselvas ﬂ
Classic - local users authenticate as themselves

Guest only - local users authenticate as Guest

Change the setting to "Classic" as shown above, then click OK to save and close the window.

Important Concepts and Examples Regarding Workgroup s and
Windows Domains

When configuring an OPC client and server to run on separate PCs, it is very important that you know
whether the computers are running in a workgroup or in a domain. If you don't know how your PC's
are setup, you will need to ask someone with Administrative rights and experience to look and see for
you.

After reading this you should have a clear understanding of the user account requirements  for your
usage scenario. Setting up those user accounts is a function of your Windows administration and you
or your system administrator will need to setup the user accounts.

Workgroups

If you will be using BOTH the OPC Client PC and the OPC Server PC in the SAME WORKGROUP,
you will need to have the same user account setup on BOTH PCs with the same password .

Ideally you'd run the OPC Server and the OPC Client using the same user account, but if you cannot
do that, then you'll have to make sure both accounts are on each PC.

Workgroups example:
OPC Client runs as local account "OPCClientUser" on Computer #1

OPC Server runs as local account "OPCServerUser" on Computer #2
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The accounts "OPCClientUser" and "OPCServerUser" will have to exist on both computers as local
accounts. Account "OPCClientUser" must have the same password on both PCs. Account
"OPCServerUser" must have the same password on both PCs. The passwords for the two accounts
"OPCServerUser" and "OPCClientUser" do not have to match.

Domains

Ideally if you are using computers that are in a Windows Domain, both computers will be in the same
domain. If they are not in the same domain, you must setup a "trust relationship" between the two
domains, which is outside the scope of this documentation.

If you are using domains, it is recommended that you use domain user accounts instead of local
user accounts to run the OPC Server and the OPC Client. Some people don't realize that if they log
into their PC as "JoeSmith" that is different from "MyDomain\JoeSmith". When logging into the PC or
choosing user accounts in DCOM setup, be VERY CLEAR whether you are picking a domain account
or local user account. If you do choose to use local user accounts, you have to be consistent and do
that everywhere in all your DCOM settings.

The big difference in domains is that the Domain Controller will determine whether a user account
name + password combination are valid or not. For that reason when using domain user accounts
you will not go set user names and passwords on each PC in the domain. You will setup the
accounts ONE TIME on the Domain Controller and then reference those domain accounts in your
DCOM setup.

Workgroup to Domain Connections

Connecting workgroups to domains either client to server or server to client can be much more difficult
to accomplish. For that reason we strongly recommend you do not try to do this unless your network
and IT security setup constrains you.

The big thing to realize when trying to make workgroups interoperate with domains is that the
workgroup has no way to authenticate a domain user account!

So to make workgroups and domains interoperate, you basically have to "fall back" to the workgroup
to workgroup scenario and setup local user accounts on each PC. A couple of examples will help to
illustrate this:

Example: OPC Client in Workgroup, OPC Server in Dom  ain

Where this can get hard is if your OPC Server is setup to run as the interactive user, and the person
logged in on the OPC server computer is using a domain account, and your OPC Clientis in a
workgroup, then the OPC Server will be running as a domain account user.

When subscription callbacks for data reads from the OPC server come back to the OPC client, the
OPC Client PC will see the domain user account and say "l don't know you" and you won't get data.

The symptom of this will be that you can connect to the OPC Server, browse it, configure tags, but fail
to get any data back from the OPC Server when it subscribes to tags.

The solution in this case would be to setup the OPC Server to run as a specific named local user on
it's PC, instead of as the "interactive" user that is logged into the desktop which is a domain
account. That specific named local user, if setup on the OPC Server PC in it's workgroup with the
same password, would then be able to access the PC where the OPC Client is running.

Summary of requirements for this example to work:

* OPC Server must run as a local user account and that local user account must exist on the
client and server PCs with the same username and password. This can be the same or a
different local user account from the one used by the OPC Client.

+ The OPC Client must run as a local user account on the client PC and that same local user
account must exist on the OPC Server PC with the same username and password

Example: The OPC Client in Domain, OPC Server in Wo  rkgroup

The same concept applies if your OPC client is in a domain and the OPC Serverisin a

workgroup. The failure mode here though if you run the OPC Client under a domain account, is that
the OPC Client won't connect to your OPC server PC, won't browse for servers, so you won't even be
able to configure.

The requirements for this example to work are identical to the prior Workgroup/Domain example
above.
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User Permissions Considerations when setting up a D COM Connection between An OPC Client
and OPC Server
DCOM Tutorial Home

A key foundation for setting up a DCOM connection between two computers is to have the machines
setup so that they have permission to access each other. This is a two way street. The client must
have permissions to access the machine with the OPC server and vice versa. If you don't have
permissions set both ways, then you will not have success. This article is not intended to be a
substitute for good knowledge of the Microsoft Windows NT and Windows 2000 user accounts and
security model. There are plenty of good books on the subject available at any local bookstore. This
article is intended to point out some key things you need to have setup before you even try to
configure a DCOM connection between an OPC client and an OPC server.

Types of Permissions:
There are some common types of permissions we discuss in our DCOM tutorial

« Access --these permissions allow a client machine to connect to a server computer, retrieve
a list of OPC servers and connect to a server. They also allow the OPC server to make what is
known as a "callback" to your client. A callback occurs when you ask the OPC server to notify
your client only when data changes. If you use these types of reads, sometimes called
"subscription" or "exception” reads, then it is important that Access permissions be set right on
the client machine.

e Launch -these permissions are what allows an OPC client application to start or "launch" an
EXE running on the machine where the OPC server is located. There are 2 common EXEs
that get launched: (1) OPCEnum.exe, a standard OPC common component that lists the
available OPC servers on a machine and returns that list to a client and (2) the actual EXE
that corresponds to the OPC server. For example, our TOP Server OPC server EXE is
"servermain.exe", the INGEAR AB Server is "IGOPCAB.exe"

» Configuration - these permissions allow a remote client to change the configuration of the
OPC servers setup in the registry - you should rarely have to touch these permissions and in
fact should not unless you know what you are doing.

So, the most common permissions you will see us discuss are Access and Launch permissions.
Users and Groups:

This document is not meant to replace common books on NT/2000 security, but there are some key
concepts we want to emphasize.

Users: A user is a particular login name+password combination used to gain access to a
machine running Windows NT/2000.

Groups: A group contains one to many users. Groups are a useful way to combine a set of
user accounts and grant them certain rights for access and launch. If the actual user names
that you wish to have access to your OPC servers will change with any frequency, we
recommend you use Groups when granting all rights. Then all you have to do is add/remove
users from the Groups in the NT/2000 user manager and their rights to access OPC servers
will carry along. Proper use of Groups, whether they be ones you create on your own or any of
the NT/2000 default groups, is a great way to reduce your long term maintenance cost of the
system

Local Users/Groups: A Local user is an account that is known ONLY to the machine on
which the account was setup. Likewise for a Local Group. If you need an account to have
access to another machine, and the account is a Local User, you will need to create a Local
user with the identical username+password on the remote machine. For this reason, we
recommend running OPC Client - Server setups in a Domain if you can - the maintenance and
setup is easier.
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Domain Users/Groups: A Domain User account is one that can be used anywhere within an
NT/2000 domain so long as the computer is a member of the domain. Authentication of the
user is handled by a primary domain controller machine, thus allowing you to centralize your
security management on the user/group level. A Domain Group is a group that is available to
any computer that is a member of the domain. We recommend using Domain user accounts
and Groups to setup your DCOM Config permissions when setting up OPC client/server
connections-- the risk of problems is lower and the long term maintenance is much easier.

What's a Domain ?

In Windows NT there is the concept of a Domain (in in Win 2000 domains still applies, though the
concept has been evolved to talk about Forests/Trees, something beyond the scope of this article). A
domain is a group of machines that have reasons to need to be able to work together. For example,
you might have the paint shop domain, the body shop domain, the accounting domain, the marketing
domain, and sales domain in a large company. For the majority of their day to day work, the users in
each domain need only to access the machines in their group but not others. The Windows NT
concept of a Domain allows you to setup a Domain Server in the group and setup security in the
Domain so that the users within the domain have common access to the Domain server and to some
degree, to each other's machines. So for example, in the Paint Shop, you might have a Domain Server
(also called a Primary Domain Controller or PDC in Microsoft-speak) and 10 Windows NT machines.
When users login to their boxes, they log in to the Paint_Shop domain, which then gives them access
to any shared resources (drives, printers, etc) in the Paint_Shop domain. Their user name and
passwords are authenticated (validated, checked - pick your term) against a database of users stored
on the Domain Server. Unless a special relationship called a "Domain Trust Relationship" has been
setup, users in the Marketing domain would not have access to shared resources in the Paint_Shop
domain. In a Domain Trust Relationship, the PDC (Primary Domain Controller) for the Paint_Shop
domain agrees to trust the Marketing domain's users as if they were their own. Domain Trust
relationships and their setup and maintenance is an advanced topic beyond this discussion - just be
aware that if you have multiple domains, you have to be more careful with your access rights setup.

In Windows 2000, machines can still be a member of a Domain, but you can optionally also setup
Windows 2000 machines to support the new Active Directory security model, a subject which is
beyond the scope of this particular document.

Get in the Domain - if you can

Now that you have the idea of a domain, why does it matter to OPC? The primary benefit of both the
OPC client computer and the OPC server computer being a member of a domain is that security is
centralized. Both machines will trust accounts that are members of the domain, meaning their
username/password combinations are found in the security database of the PDC machine. The
downside is that if the PDC goes down, you might not be able to validate security after reboot of a
machine in the domain until the PDC comes back. Fortunately you can have BDCs or "Backup
Domain Controllers" in a Domain to decrease this risk.

When you run an OPC client application on an NT/2000 machine, that application, even if it is running
as a service, has to run under some user name -- you'll hear this sometimes called "running in the
context of user name JoeSmith" -- it means you are running the application as if it were launched after
a user JoeSmith logged into that machine. The same applies to an OPC server -- it too runs under
some user name or “context".

So if we have OPC client on machine A, running under username JoeSmith, and it wants to talk to an
OPC server on machine B, that is running under the name BillJones, then DCOM security defaults
require that JoeSmith have access to Machine B, and BillJones have access to MachineA. Without
BOTH of those requirements met, you'll never get your DCOM connection to work, at least not without
some major trickery that just isn't worth the hassle.

OK - so what -- how does a Domain help this situation ? Simple -- if Machine A and B are members of
the Paint_Shop domain, and users JoeSmith and BillJones are both accounts in the domain
Paint_Shop, then unless you have done something to abnormally restrict those user's rights (i.e. taken
them out of the Domain Users group or other manual editing of rights), the permissions are already
setup, you're done. This is because Machine A trusts the PDC of the Paint_Shop domain to advise it
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that BillJones has access, and Machine B trusts the PDC of the Paint_Shop domain to advise it that
JoeSmith has access.

Because of these relationships, getting an OPC client and OPC server on machines in the same
domain is probably the easiest scenario.

No Domain - What do you do ?

If you don't have a domain, it's OK. The risk of the PDC or having to have a BDC to decrease that risk
may be something your network design said doesn't work for you. If your NT/2000 machines are not

members of a domain, then they are running as standalone machines. Every NT/2000 machine (even
those in a domain) has it's own "local" database of trusted users. When a machine is not a member of
the domain, the ONLY user accounts it will trust are those it finds in it's own "local" security database.

Here is how this can get you into trouble on setting up and OPC client to server connection. If machine
A has an account JoeSmith and Machine B has an account BillJones, and that is all, then how can an
OPC client running as JoeSmith on Machine A, gain access to an OPC server running as BlllJones on
Machine B ? It can't -- when Machine B receives a request from the OPC client, embedded inside that
request is the notation "this is from user JoeSmith on Machine A". Machine B says "I don't know any
JoeSmith" and refuses the connection. The typical error message thrown is "Access Denied". A sure
sign you have this issue is when you try to connect to a remote machine with an OPC client to browse
available servers and you can't even connect to the machine through the browse dialog without getting
and "Access Denied" error. That's a sure sign you have a permissions issue between your two boxes.

So what is the solution ? Well fortunately you can trick the boxes. All you need to do is create the
EXACT SAME user account names AND passwords on BOTH BOXES. So on Machine A, you need to
have an account JoeSmith AND BlllJones. On Machine B, you also need an account JoeSmith and
BlllJones. The passwords for BOTH JoeSmith accounts MUST match. The passwords for the
BillJones accounts must match on both boxes. JoeSmith and BillJones CAN have different passwords
between the two account names, and should for good security measure. You should also make sure
those accounts have identical access rights if you can.

Once you have that setup, when Machine A comes calling on Machine B with an OPC request and
identifies himself as JoeSmith with some password (it's encrypted), Machine B will look in it's
database, see the same accountname, the same password, and same "come on in request from
Machine A". When Machine B goes to return it's data from the OPC server to the OPC client on
machine B, the OPC server will go call Machine A as BillJones with a password -- Machine A will look
in it's database, see that it has that account, and accept the call.

A good way to see if you have these permissions set right is to go to Network Neighborhood, browse
from Machine A to Machine B and try to connect to Machine B. You may not have any shared folders
or printers, but so what - if you can connect to the machine without error, even if no shared resources
are available, you likely have solved the first phase of the Access permissions challenge, gaining
access to the machine. Your next step would be to make sure that the users you've setup are granted
the proper rights in the DCOM Config utility on the client side and server side.

We know this may sound like a lot but if you read over this a few times, think about the simple concept
of Machine's A and B allowing people access to the machines, you can see why this permissions
issue is so crucial to proper DCOM configurations and setup.

If you have your basic access permissions working (i.e. you can at least see the machine and see
shared folders/shared printers), you can go on to DCOM Client setups or DCOM Server setups.
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Configuring DCOM (Distributed COM) to Connect
an OPC client to an OPC Server in multiple Domains.

Domain Trust Relationship Considerations

When you're going from one domain to another and browsing OPC servers, probably the biggest issue
to be concerned with is domain trust relationships. When you have multiple domains, there are setups
in BOTH domains that must be made so that Domain A trusts users from Domain B and vice

versa. For DCOM to work properly you'd have to have the trust going both ways because there are
DCOM calls going both ways and the security model will try and validate the security credentials of the
user going both ways. It is beyond the scope of our free support to show users how to setup Domain
Trusts, but the good news is any decent network administration book will address the issue.

Having said that, with Domain trusts setup properly, then you still have to have the Dcom permissions
setup properly as we discuss in our Dcom Configuration appnote.

Software Toolbox Recommendations
for Configuring DCOM

New DCOM Configuration Videos Available!!!

Having problems with "Access Denied " when trying to get your OPC Client/Server software
communicating?

We have over 10 years of DCOM configuration and troubleshooting experience that we have tried to
put within our DCOM tutorial.

Configuring DCOM

Windows 98, NT and 2000 DCOM Windows XP, 2003, Vista, 2008 and

Configuration Windows 7 - DCOM Configuration

Client side settings Introduction to DCOMCnfg
Server side settings Default DCOM options
OPCEnum

OPC Server PC only
Local Security Policies

* General settings
* OPC Server Specific
¢ OPCEnNnum settings

PonPE

Workgroups vs. Domains
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Appendix B. OPC ITEM (Tag) name for MEGAsys

1) Alarm Input point

Size: Points start from 0001 to 2048 (Max/Server)
Name: DI:0001
DI:0002
DI:2048
Direction: From OPC MEGAsys Server and to MEGAsys OPC server
Data: Normal/ACK/Alarm/Reset

2) Control Output Point

Size: Points start from 0001 to 2048 zones for server
Name: DO:0001

D0:0002

D0:2048
Direction: Form OPC server and to OPC Server (Input/Output)
Data: On/Off

3) System Log
Event log: All MEGAsys system event log
Name: Eventlog
Alarm log:All MEGAsys system alarm log
Name: Alarmlog
Direction:Form OPC Server (Input)
Data: Refer MEGAsys Event/Alarm Log Data

4) System Macro Control
Direct Macro control to MEGAsys Server
Name: MACRO
Direction: To MEGAsys OPC Server (Output)

Name: MacroCitrl

Direction: To MEGAsys OPC Server

Control: On/Off switch the macro execute

Data: Refer MEGAsys Macro Manual (All Macro Support)

5) CCTV Control
Camera: Switch Camera for Matrix CCTV Control

Name: Camera

Size: 1 to 640 (Max/Server)

Direction: To OPC Server (Output)

Data: 1,2,3....640

Monitor: Switch Control for Monitor Matrix CCTV Control
Name: Monitor

Size: 1 to 160 (Max/Server)

Direction: To OPC Server (Output)

Data: 1,2,3....160
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DVR: DVR status message

Name: DVR

Size: 1 — 100 (Max/Server)

Direction: From MEGAsys OPC Server (Input)

Data: HD Fault/Cam n Fault/Cam Resume/HD Full/HD Resume/Cam
Motion Alarm

6) Access Control System door control
Name: Door:0001
Door:0002

Door:0480 (Max/Server)
Size: 1-480 (Max/Server)
Direction: Form MEGAsys OPC Server and to MEGAsys OPC server
Command:On/Off (Door Open/Door Close)
Data: Unlock/Lock/Open/Close/Open Too Long Alarm/Unlock all
Card/Resume All card
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